1. Blocked by trueEP®

g trueEP Monitor 2. 0. 19. 1206

Update

Today’s Ransomware — Nemty2.2

Dec. 12, 2019

2. Victim in case trueEP® was not installed - All file name's extensions ware changed to

NEMTY_random_.
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MEMTY_GOAUPEE-DECRYPT
2441 dock NEMTY_GOAUPEE
242 docx NEMTY_GOAUPGE
243 docx NEMTY_GOAUPGE
244 ylsx NEMTY_GOAUPEE
Z45 pptx MEMTY_GOAUPEG
E46 pdf NEMTY_GOAUPGE
S 7 tet NEMTY_GIAUPGE
2r2= 7ip NEMTY_GOAUPGE
=2 7ip MEMTY_GOAUPEE

O|Of & bmp.NEMTY_GIAUPEE
O|O] & JPG.MEMTY_GOAUPEE
0|0/ &].png.NEMTY_GEAUPEE
0| 0] & .psd MEMTY_GOAUPEE
0|0/ % 2,jpg.NEMTY_GOAUPEE
0|0 %] 3,jpg. NEMTY_GOAUPEE
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3. Screen of Victim

E MNEMTY_GYAUPGE-DECRYFT - Windows HEZE — O *
YR BEE M40 27N =S
l--= NEMTY 2.2 REVENGE <--- A

Some (or maybe all) of your files got encryped.
We provide decryption tool if you pay a ransom.

Don't warry, if we can't help you with decrypting - other people won't trust us.
We provide test decryption, as proof that we can decrypt your data.

You have 3 month to pay (after visiting the ransom page) until decryption key will be deleted from se
After 3 month no one, even our service can't make decryptor.

1) Web-Browser
a) Open your browser.
b) Open this link: http://nemty.top/public/pay.php
) Upload this file.
d) Follow the instructions.

2) Tor-Browser
a) Download&lInstall Tor-Browser.
b) Open Tor-Browser.

c) Open this link : http://zioxyw5mkacoikbptn2iprkivaSclow72mikvk5ttubzxpriinwapkad.onion/public/p: ¥
£ >

Ln 1, Col 1 100%  Windows (CRLF) UTF-8
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